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Yl i{Mail| Threat5entry
VS
TreatSentry(

- Messenger

- E-mail

- SMS (

IP

/
MMC - WebKnight. XML
MMC _ PIDx
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DDoS

DDoS ‘NetBot_Attack’
DDoS
‘NetBot_Attack’ VIP 4.7 ,
DDoS
PC

< >2008 9 1

, NetBot (Anti-WebKnight Attack)
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NetBot_Attack

[ MNetBol AlBcker VIP 4 7 Varsion
File (F} Functionzi{fl Aboui (BF

Use Selecied PCs
Tamget: hitp./Swww langet comy/show asp Fid=123

Attack Type: ||:IH: ""l Theead: 10 = PC Mum:  Sslscied PCs

-

Ao Select PCs

Twwe: (03 ~| Theead: 10 5] Mumc 100 [Z] Tapet: www targetl.com
Twpe:[03 =] Thead: 10 = pum: 100 = Target: wwwtapetZcom
Tyee: (03 -_| Theead: 10 5] MNumc 100 (2] Torget:  wwwiagetd.com
Twoe:[02 =] Thead: 10 5] Numc 100 (5 Tamget: www.isrpetd.com
Tyoe: (03 «| Theead: 10 5 Mume 100 |5 Taget: wwwiagstScom
Tyiwe: [0z = | Thead: 10 (5] Mum: 100 [5] Tamet: wwwisget€.com

Target should be [P DNS and Webpags L Onéy CC SHack: need il & fanged
I 202 199 24 35
DS  Exmmple: warw bakchs, com
RL BExsmpls: Hitp e abo comsshow aesp d =123
Pt e Al Coemimclen; HEmil

Lizten On Fort G000 Succewd

- = o 2% e = o
Online PC DS pdate IF Seiting Mmild Serves HomeFage Ewai
Common Altmck: WEE Aetack: Soeical Aftack: Combine Altack
[]5YM Bood [IZECMP Food [OFMoCachs Geat Food  [10000 Game Artack NIASTYN-UDFP Bood
[QFUDP Rood  [D4]LADP Small Sies [O=)0C Attack: [1T1]Route Atack [T4JCMP «TCF Flood
[O5]TCP Foad [0E]TCF Mut-Comnect  [0SIHTTF GET Nothing [1.215mad Auto Atack  [15JUDP -TCP Connect

Total

Metbot _attacker VIF 4.7 =

Onling [TT]

-

2l HE A

Hl
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- 1S
1S
(misuse)
- (rule),
SQL
XSS( )

(parser evasion),

N}
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exploit

. ThreatSentry
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- SQL Injection

- IN}

- OWA

Cross-Site Scripting
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OWASP 10

1 ¥ privacyware
2 threatsentry
3 host ips for windows web servers

. = Wprivacyware’
4. ¢ threatsentry

S 15 0h dpgiestion Ferwall L 14
D.
6.
7. -
downlood free triol
8. * behavior-based host ips +
application firewall

o) ‘ = sfop known, new & intemnal threats

) . n'r_er{ume lopses in palth management
10. URL = reinforce regulotory compliance

<2007 OWASP Foundation >
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jio ThreatSentry 3.0 - InstallShield Wizard |
. Training Database Size
(aCtlve) ThreatSentry 3.0 has evaluated vour swstem and recommends the training privacyware

database size selected below, Select a different size if appropriate.

(| naCtlve) \ ¥ Use Behavicral Engine

" Small database (250 training records)

" Large database (2500 training records)
" Custom database

(Basel | n e) braining recards (= 10000}

% Train Real Time (default)

IS

" Use Existing II5 logs For Eraining

Irmstallshield

= Back I Mext = I Cancel




Soft[lJEY]] ThreatSentry

fio ThrealSenbry 200 - InslallShickd Wieard

EE“F to instell the Frogram I'hre s senbry Adhesnred | ordgqurabmn (ptinns
The wazaed i risady to begn e Lallaban.
- Irestadlstion
(Advanced Chck: It b besgin Hrs installabion, f,—m o T
. This wersion of ThreatSentry 3.0 ks conligured §

OpthnS) Infesmnation Services. = Wekpork Installation ard Sarvers.,

IF you mank bo rersie of changs sny of yor retalstin
_ el - e Sty Mok

€ Inasctive {[etect & Bt

Bdwanoed OpkRons..
| ¥ ficthen (sbect, Alert & Block)

Trechsll by SeoLany Ak Log shor s oy

i Saguriby Sert L aach sarver
i Progean Fles Privacysan | Theaat Sentny S S

OWA b k] PATMEIN Locate Sorver.,,

< fack Adcitioral Options

L—— | [
 Configurs Servers
J— —_— . - } Erting Mabvrk ServiEs
B _|_|‘JI Merzanf? wirdkern hiskw HF'H:-II-
PHOHE
| | &
Bl s b, S v ]
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i'-.E‘ ThreatSentry 3.0 - Installshield Wizard ﬂ
u
i privacyware InstallShield Wizard Completed
hostips for windews weh servers y
The Installshield Wizard has successfully installed ThreatSentry

g- W privecren 3.0, Click Finish ko exit the wizard.

£ threatsentry

T o b v b s Bt

* hehnvior-bosed host ips +
appliafian fireswall

* stog known, new & intemal fhreats
* pverame lapses in patdh monagement
* rzinfrez regulofory compliane

= Back

: Caniel |
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- MMC J[%] Console  'Window  Help |J [ = & | |;Ii|£|

& = | Em B @

Tree I Favorites | Mame |

) R ThreatSentry B SERVER

E| SERVERI] SEF{"JERZ

E-}' Managerment

- g Training Data
t-24| Security Alert Log

m- 8 SERVERZ

{ E—

J Action  View  Favorites

(Management),
(Training Data),
(Security Alert Log).
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(Management) - ; (Service),
(Policy), (Rules).
, (running/down), - (Training, Monitoring
— Inactive, Monitoring Active), (ONn/0OfY)

Tﬂ'l ThreatSentry', GISLAPTOP Management’ Services

=10] x|
J Ackion  Miew  Eavorites |J = = | | | @ |
Tree I Favorites I Service | Stakus | Security Mode | Firemall Status |
‘E}Z‘ ThreatSentry %Threatﬁentrv Running Monikoring - Active on

= ) GISLAPTOR
=5 Management
¢ services

-3 Rules

gl Training Data

“24] Security Alert Log
< i




Threat5entry

Tﬂ'l ThreatSentry', GISLAPTOP Management’ Services - |I:I|5|

J Action  Wiew  Eavorites |J o = | | | @ |
Tree I Favorites I Service | Stakus | Security Mode | Firemall Status |
Eb ThreatSentry %Threatﬁentrv Running Monikoring - Active on

= ) GISLAPTOR
=5 Management
o o Services

2 Policy
-3 Rules
Training Data
. Security Alert Log
Properties ﬂ E |
1 >
| I I—I ThreatSentry |
—Skatus
ThreatSentry % Running
— : (Services Firewall ¥ on
Properties) ~Security Made
/ o Training
)
( ) ™ Monitaring - Inackive (Detect & Alert)
¥ Monitaring - Active (Detect, Alert & Block)
] o
¥ Lise Behavioral Engine i Advanced Settings
—Security Alert Database Location
| 68.166.101.108 Browse |
(properties)
—Security Alert Motification Destination
| 68.166.101.108 Browse |
(a4 | Zancel | Al |
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1S 14
, URL
(Advanced Settings) URL

100% ’ Advanced Behavioral Engine Settings E3 |

—~
~

URL / Apply Pequest String &Analysis to: | 100 %, of Events
¥ Untrusted Events |0 % Sensitivity
[~ Trusted Events 100 %% Sensitivity

¥ Include Parameter Request Element

100%( )
50%( )’ oK Cancel
S%( )
URL
90%
URL

90%
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'|.-.-| Thr i al Qe ey, G IS LAPTE, Mamkaijcissnl s Pl _.J_EIEI
- (Policy): Gcn Yew Emcmes | &= |B[mM DB @
Tre | Faoriti | Pokey Puliy ety :
e Trisatsentry AR Threst Management Optiors il and Audio dlert, Deply 50 Most Recent
=l araEte E& Training Cusation 250 Evernts
’ B Management R} Training Duta Collect 8 Everts
(&1 Sorvices
Pobcy |
+ =] Higes
S8 Traindng Duks
WY Sty ddert Log
i 1=

P visusl srcd Sucia plest

- - (Threat

PP —— Management Options):
[ Sered Sevcinty dherts 1o Eread d I —

™ Sand dlarts via 595
¥ write o dppication Log

[ woudl Alel wa M Feeass Sorvoe 1y I

il Motification Filter

(Notification) (Action).

Global Motification Filter

(Global Notification Filter ):

¥ Fiules Engine

v Behavioral Engine
¥ Elocked IPs

¥ Target Pages

Cancel |
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R, - ] - - (Threat

Notfication Acton | Management Options):
¥ Post 404 Status Code For Blocked IPs
I™ Add Untrusted IPs to the Blocked List Settings | -404 : P
™ Firewall - Clase All Ports Ta Blocked IPs 404

Mote: all Untrusted Requests are Blocked in Monitaring - Active Mode

- IP
IP
IP
(] 4 I Zancel Al
- (Firewall): IP
- (Stop Web Services): 1S
Add IP Addresses to the Blocked x|
IP (Add Untrusted IPs to

the BIOCked L|St) IP If IP gererates |3 gecurty alerts

withiif IED seconds

k. Cancel
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2) IP

— (Rules) -

(Application Firewall)

(Requests):

/ IP

'ifi ThreatSentry' PWIMAIN,Management'Rules

J fckion  Wiew  Fawvorites |J o= | | | EX

(IP Addresses):

(knowledgebase )

Tree I Favorites I

Mare

422 ThreatSentry
- &) PWIMAIN

=- {} Managemenk
- “' Services

: ----- E’? F'III|IIZ':.-'

i1
...... |:| Requests
------ w17 IP Addresses

----- 2] Training Daka
----- Security Alert Log

Dﬂequests
(1P Addresses
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Header )

':m ThreatSentry' PWIMAIN' Management'Rules'\Requests

HTTP

(Multi Digital Vector)

Requests

J fckion  Wiew  Eawvorites |J o= | | | @

(Operation, Target, Parameter,

Tree I Favorites |

MName

ﬁg ThreatSentry

- 2 PWIMATN
= {;} Managemenkt

"' Services
e E’? Palicy
El F Rules

----- 5] Training Daka
----- i| Security Alert Log

Ei:'-ir Cperation
3:'* Target
3:'* Parameker
i:'-i* Header
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Dorry Ak | Torgt g | |
mm.wnmwu.rnmmmm.w/ ot A
i, mred select Eol,
dutoE2]
Sy Appeaa bl -
il g el 1]
# right — r
Eq Tight s ral
kg righi - [}
g gl b 1] L]
[11]
Mo .
i et Target Clssitcation 3| Ny
/ il I Edk... ] Remaws |
ficd
—— .. S /
[ 3 I Carenl I
figard |-|,'l-i'm :I
Foomg ; |',':-H'!'£-|U"
R 3
el [ 3 1P (AutoBlocklIP)
MaoockiP: | | IP
F Unblock siter [5 [poars ] IP
[ ] Cancel | IP
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- 1P : The IP
(Thrusted),
(Blocked) IP

IP IP

(Previously
Blocked)
Progestnes HE
|
Bt ] 0P Beclckraiiidn:
From [T [ Time [ unblock after | Woty |
£6.045.9.067 G8.145.0.... SepbewberD.. olterdfouws o
55.055 5., I55.255.2.. Sephewberi.. ofterBdaps oy
o, Ecit.,, | F.ml Frd F |
[ o= | Caneal | re

'|'|-| Thee ot Send 1y P IMATY: Masagement ) Rsles [P iddresaes

dction Wiesa  Favorbes o=+ (ME| &

Hara

H Trmtas
| Blacked
Prasanly Socosd

ki ThimatSaniry
=1 FATHEIN
= Er YursgaTant
B Saiaces
5 Fokey
= _-_: S dax
] s
1 IP Aeddrmmisn
i3 Traning Daaty
j =eoaily Al Lig)

|

IP fischmanan
10 0.0, 0- 10,255 98, I
[ AL LA-NEE
B DB W 24 6L LER ]

Cmrraption

Trusted Seldregu

Biodmd Addrenees
Frawizsry Hochasl Sddrawim

IP

[P mdcieess range:
From: | M . MK, EE O, HS
Ta: | =5 . 2% . X5 LI5S
Tina! Sepbeamber 13, 14:51, 2005

F Unblock sfter |3 s

[ |
]

Moy

concel_ |

P IP
From and To

IP
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(Training Data) —
(Training Data)

. “Trusted( )( )
“Untrusted( )( )

. Time, Source IP, Source Name, Target IP, Operation, Target URL, Parameter,
HTTP Status, Win32 Status, Bytes Sent, Bytes Received, Processing Time, Type, Security

‘i ThreatSentry' PWIMAIN' Training Data

J Ackion  Wiew  Eavarites |J = o= | | | E%

Tree I Fawvatites I Time | Source IP | Source Mame | Target IF | Cperation | Target LIRL | Parameter H
ﬁ? ThreatSentry ‘ES,I'IEI,I’EEIEIS Fi3M32 PM 63, 166,207,101 63.166,101.108 OPTIONS
= 5 PYWIMAILN ‘ES,I'IEI,I’EEIEIS 4509 PM 63, 166,31,252 63.166,101.108 OPTIONS

El {} Management ‘ES,I'SI,I’EEIEIS 7i56:56 PM 63, 166,580,154 63.166,101.108 OPTIONS

N n! Services % 5/3/2005 1:27:23 AM 172,208.127.97 658.166,101.105 GET |

¥ 8/3(2005 1:41:21 AM 203.192.201.22 65,166,101,105 GET fcgi-binfopenwebmail, ..

[+ F" Rules % 5/3/2005 1:53:35 AM 65.55.86,237 658.166,101.105 GET |

""" ' Training Data % B/3/2005 3:08:37 &M 65,33,55, 205 65,166,101,105  GET |

L Security Alert Log :1- SIPANE 711024 AR £8C1 177 174 £2 18E 101 Aina FT ! _’l;l

117 Events
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s ThereatGentry' GISLAPTOM, Teaining Daka = 10| x|
i o Bk |04 BVEIX DG T |
Tree | Favorites | Thne | Source IP | Sorcerame | Target P | Operats = |
s TheoatSentry & L1f21 {2004 510, 68.39.50. 167 68.166.100.107  GET
= B armapToR o L2004 i1, 60,39,50, 167 08,166, 101.107  GET
=¥ Managemert W L2008 S0, BRI, 50, 167 &5, 166,100 107 GET
WHOIS Lookup l Saruces L0050, 68,39, 90. 167 69.166.100.907  GET
WHOIS T Poley %1121 {2004 511... 58,39,50. 167 68.166.100.107 GET

[ rules
o TraningData | % 11/21/2004 541,
18] Sty Mlart Lo § oy || f21f2004 5L .
iz 2004 S0
e 2L 2008 S0 Oelete
Bl s,  Refreh

A L1f2L|2004 55
T | - 1 i 1, SO

6, 166, 104,
B3, 165100107 GET
58,165, 100.107  GET

£, 188 100107 GET
68.166.100.107 SET
B3, 165,100,107 OPTICHN
B9, 166,100,107 OPTICH

Clacsl'y Evant & Tridad
Add 1P to Blodied List

e iz stion o A Fea AE LR 08 D A R AR AT DT
Thiz aveari & 4 AL ED| r‘\ L
& Innied Eveni datads il ormabon snd marsgenent o
& Lnivasied
=]
]
| , IP
L
SHIFT CTRL
TF2FEE 00 - V2216 27, 250 =
TR A0A L 1T A3 1T NER0NE —
AOLATZRLE 2
MET-1T21E4HH
METATR-M30
AT s Pl Al ;l
o commm |
oK I Carvoal |
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'Hi ThreatSentry',GISLAPTOP', Training Data — O] x|

J Action  Wiew  Fawvorits J = = | 1 4 | -~ |2 . | @

Tree I Fawarites I | Source IP | Source Narme | Targek IP | Cpera. ., | Target LRL :l

EE' ThreatSentry 9 11721)2004 5:17:56 PM 63.39.90.167 68.166.101.107  GET I=cripks oot
5 GISLARTOP ; 112004 5:09:36 PM 61.88.122.10 68.166,101.107  GET fscripts), %

E{;}Management , 1/2004 6:51:36 AM  138.130,172..., 68.166,101,107 OPTIONS |

2 Services 63, 164.45,139 65, 166,101,107  OPTIONS |
...... 21 Policy 65, 148,196,72 65,166,101, OPTIONS |
_ Rules i - 65,115, 156,95 65, 166,101,107  OPTIONS
Training Data * 11;19;2004 5:45:29 PM 65.166.91.116 65.166.101.107  OPTIONS | -
Security Alert Log AN T v A s e LWl U T eV -
ik | _'*I_I

250 Events | 4
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(SECU rlty AI e I’tS) _ Security Alert Detail and Managementi

X
I
I

( ) To Stop Web services, select the <Stop 115> butkon
! below, To acknowledge the event without additional
( ) action, select <Ok =,

—Ewvent Details

& ThreatSentry Time: 11)17/2004 9:20:27

Security Alert Most Recent Un-reviewed Alert; 11/15/2004 13:32:03
Qriginator IP Address: 222, 162.6.112

Server IP Address: 68, 166,101,107

N o) SO ML R Request: GET
HTTP Status: O
Time For processing: 0
OK Bytes Received: O

Bwtes Sent: 0

Target htbpsf femss, ebay, com)

1S . Stop 115 | oK |
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Source.

'{ii ThreatSentry' PWIMAIN, Security Alert Log

: Time, Source IP, Source Name, Target IP,
Operation, Target URL and Parameter, Parameter, HTTP Status, Win32 Status,
Bytes Sent, Bytes Received, Processing Time, Type, Security Mode and Event

J Action Wiew  Fawvorites H L | | | @

Tree I Favorites I

ﬁy ThreatSentry
- E PWIMAIN
{'} Management
o Training Data
34| Security Alert Log

Time /7 I Source IP Source Mame I Target IF I Operation I Target LIRL I Parameter ;I
‘E':'J,I'S,I'ZEIDS Si03:35 PM 65.145.9,157 65.166,101,105 CPTIONS |

"E‘BIS,I'ZEIDE 4:25:47 PM 6i.166,121,130 6i.166,101,105 GET Jscripts) . 30252F, fwinntfsystem32), .. Jodie

"&u‘BII'S,I'ZEIDS 412544 PM 65.166,121,130 65.166,101,105 GET fscripts) . $e25% 35563, Jwinntfsys., . Jo+dir

"&.9;’3;’2005 4:25:32 PM 65.166.121,130 65.166.101.105 GET Jscripks). . 969350, fwinntfsyskem3Z2. .. fo+dir

‘EQ,I’S,I’ZEIDS 41 25:30 PM 65.166.121,130 65.166,101.105 GET Jscripks). 9935 %63, fwinnt/syste, .. fo+dir

"EQ,I’S,I’ZDDS 4125125 PM 65.166,121,130 65.166,101,105 GET Jscripks), %6c1%9c, fwinnkfsyskemn3, .. foddir

1]

il

160 Evenits

4
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i ThreatSentry',PWIDEMO' Security Alert Log

J Ackion  Miew  Eavorites |J o= | | | %

=101 x|

Tree I Favarites | Tirne | Source IP | S0urce Mame | Targ"“ L et AT =i
2} Event Details and Management x|
G Threatsentry %11;29;2004 4:08:10PM  69.141,135,251 68.1
- B PWIDEMO 11/29/2004 4:08:10 PM  £3,141,135,251 B.1
%g. R 11202004 4:05:10 PM £9,141,135,251 68,1 3 Untrusted Event
.. Training Data %11{29!2004 4:05:07 PM 69,141.135.251 65,1
Security Alert Log %11!29!2004 4:08:07 PM  69,141,135,251 65,1 General
%11!29!2004 4:08:07 PM  69,141,135,251 63,1 Time: 1172004 9. 20027 Abd
1] | Bytes Sent: 1]
|155 Events Bytes Received: 0
Processing Time: 0
HTTP Status: 1]
: : Win32 Status: 1]
Type: Predefined rules, target
Target
Server: B3.16E.101.107
Request: GET
I P URL: http: £ fnenen. ebay. com,
! Parameters:
Originator
IP Address: 2221826112
Uszer:
DMS Lookup:
OrgMame:  Azia Pacific Metwork Information ﬂ
WHOIS Lookup:  |Centre
OrglD:  APNIC | =l
Start Lookup I Copy to Clipboard I
e |
IP
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-|.-. Theric al Semdey - [ ThenealSend ey M ESATN, et iril y Alert Lisig]

[ am o tootm || ¢ » Bm BB @

"bll'l"iﬁl".':‘.'l'l'ﬁ 35EFIFHE &0, 14], 255, |47 Jeerpts], eelreal,  feanvllivibencd P LS TI [i fetimd4eEPLOIT_DETE. ., Poschalined nlied, Lasgel .7
e CHIRA00S 3:50:0 M &0, 141, 255, 167 Jrudll b A8, 166, 107 L :
e 0200 35 PH LB Bl B R T JSOHE_SITE glohal s+ ki 8,166,101, 1M
'E-Il:l,‘mmﬂ:lllFH E9. 141, 255, 167 Jragll s &, 156, 101, 100
e | 0202005 2502 PH E9.141. 255, 167 Mshart. 850 &0, 156, 101, 1M
Jsoripts] il Swinnkisvstemd..,  ©B.186,101, 108
Ml b £B.166.101. 104 Chifebhadchilem et ot a5, .. Prodetingd nues, fasget | hiw’]
JeriplefENFLOIT _EAT bat™#Beatlr s, .  88.186.101. 108 Pachshinisd fulss, Taeged R
Jradl el A, 166,101, 104 HEERROA R R, .. Pradalined ulag, targel ka7
AT Ik Imasden, il G e migtaFa .,  4H.166,101, 108 Pradealirad sy, Larget (misic])
ey | A0S ;50 P Jrvsdcimasdes, G ancedDatafa, ., 68,168,101, 108 Pradefined nges, taget (masdc)
o | ENI200E ST PH 89,141, 255, AT Jreendcimssdes, i bchvancedDatals. 1,166, 101, 108 Prodsfired nes, barmel (rmssic)
e Y2020 152 PN 89,141, 255, &7 Jrwdll bw 0,156,101, 10 Cimbhibef e st ot ax Pradsfined nies, tagst (" hbw'l
I_ ‘E,)Ea‘i&m NBEET FH £4, 141,085 0T\ JEOME_STTE fglobal saa b 0 T B Frscbshimecd nges, foget  hir's
L T L | = = O 1 = - S 0T § [=3: 15 =% [a] 9 [0} e ;
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